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Abstract—The easily accessible data sharing networks have
attracted millions of people to share their important data at a rapid
rate. However, this ease has also attracted numerous attacks on
copyright protection and authentication of data. These issues creep in
because of the fact that digital data like text, images, audio and video
could be easily accessed, copied, manipulated and distributed
illegally by the help of highly powerful tools. In such a scenario,
there is high demand of the techniques which can safeguard this data
transmission through these insecure networks and preserve the
Intellectual Property Rights (IPR). Digital image watermarking,
which deals with embedding a special data (watermark) in a cover
medium is the most viable solution to take care of IPR and content
authentication. There exist very few techniques which offer
satisfactory forgery detection, imperceptivity, payload and security in
combination. Also these techniques are meant to be applicable only
for gray scale or color or medical images. The proposed work is
different from previous ones in the sense that it aims provide all these
features without much complexity and speed issue. The proposed
work is a blind fragile digital image watermarking scheme and is
applicable to all type of gray-scale/color and medical images. For
achieving better subjective and objective quality parameters image
blocking and encryption techniques have been used prior to
embedding the watermark in the cover image. The proposed work
formulates a unique spatial domain based tamper detection algorithm
for fragile watermarking techniques. The imperceptivity of more than
50dB and fragility with high error rate of greater than 50% is
achieved.

1. INTRODUCTION

The world is progressing rapidly through state of art
technology and for successful implementation of different
operations data is exchanged at a staggering rate. The data in
the digital form is exchanged involves medical records,
multimedia images, audio and video files [1-5]. This data is
exchanged between different modules after several clinical
trials and real time data acquisitions through sensors, personal
fitness band and implanted devices [6-8]. This data is huge,
for example a person can generate health related data
equivalent to 300 million books data in a lifetime. Privacy and
data integrity are one of the important requirements of a
system carrying out data transmission, storage, processing and
reception. Even if companies and organizations are taking lot
of steps for preserving the privacy of the content, data

breaches are highly prevalent in current scenario. This is
because of the insecure channels and availability of strong
data processing tools. This has demanded from the researchers
to develop state of art techniques to preserve the sensitive
information and safeguard intellectual property rights (IPR)
[9-12].

For ensuring this data safety different precautionary measures
are taken by the designers and researchers. Data integrity and
authentication are two major concerns before researchers in
order to safeguard exchange of data and preserve the privacy
and IPR rights [13-15]. Conventional security measures are
somewhat effective for ensuring data security but fail to resist
most of commonly data manipulations up to an effective level.
Digital watermarking is a technique which hides some secret
data in some cover media like image, audio or video to ensure
security. This hiding is done in such a way that perceptual
quality of the media remains intact. The data hidden in a
cover media is called watermark [16-20].

In this paper a fragile watermarking scheme is proposed with
high level security for authentication purposes. The security is
acquired by encrypting the watermark data before embedding
process. A secret key is used for encryption which remains
available with only authorized users. The authentication is
achieved by embedding this encrypted data in the cover image
by modifying the spatial domain values.

2. RELATED WORK

In recent years the research on watermarking has risen
abruptly due to several breaches in data transmission and
security issues related to sharing of sensitive information. The
watermarking techniques are generally implemented in two
domains; Spatial domain and transform domain [20-22]. In
spatial domain the watermark is directly embedded in the
original values of the cover image while as in transform
domain the watermark is hidden in the coefficients in
frequency domain. Watermark is generally implemented in
spatial domain by modifying the Least Significant Bits (LSB)
of image pixels in accordance with the watermark bits. Spatial
domain techniques are suitable for applications having
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fragility a key requirement and as such are suited for
authentication purposes. The spatial domain based data hiding
schemes can be easily implemented and possess least design
complexity. This method is suitable for fragility and some of
the related schemes are reported in [23-25]. For robust
watermark applications embedding is usually done in
frequency coefficients which are obtained from the image by
performing transforms like discrete cosine transform (DCT),
Integer Wavelet Transform (IWT) and discrete wavelet
transform (DWT). A robust watermarking scheme has been
proposed in [25] and is based on difference of corresponding
coefficients between two successive DCT blocks. The host
image is first arranged into 8x8 blocks which is followed by
application of DCT on each block. The embedding is carried
out by modifying the difference between two corresponding
coefficients of two neighbouring blocks. Similar other robust
watermarking schemes are reported in [26-28]. For security
purposes some of the watermarking schemes as reported in
[29] also used an encryption technique. This security
procedure ensures that if the unauthorized user somehow
cracks the embedding algorithm, watermark extracted will not
be in original form and will convey no information.

3. PROPOSED TECHNIQUE

In this section, the proposed watermarking technique is
described in detail from embedding to extraction stage. The
proposed scheme is a fragile watermarking technique for
authentication and data integrity purposes based on spatial
domain. This work proposes a block based watermarking
algorithm involving mean based approach for embedding
watermark. For the scheme, to ensure high level security the
watermark is first encrypted using chaos map encryption
algorithm.

3.1 Embedding Algorithm

The generalized flow diagram of the proposed scheme is
shown in Figure 1. The watermark embedding process starts
with an encrypted watermark (which generally is a binary logo
of size 64 x 64) and a gray scale cover image of size 512 x
512. The fragile watermark is embedded using the following
steps:

Step 1: Apply chaotic encryption the watermark.
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Figure 1. Block diagram for embedding watermark.
Step 2: Divide the cover image into 8 x 8 blocks and represent
blocks by Ty,

Step 3: Calculate mean of the block. The mean is stored in
variable, ‘c’.

Step 4: Calculate maximum of the block. The maximum is
stored in variable, ‘M’

Step 4: Apply embedding procedure to embed watermark as
shown in Figure 2.

Step 5: Initialize two variables before start of embedding
process: a and §. These variables act as secret keys.

Step 6: The watermark bit is embedded by modifying the
vales block by a calculated factor 'A' calculated as:

A=ocn,-0o 1)

If w(a) is the a-th watermark bit, then embedding is done as
follows:
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Figure 2. Flow of watermark embedding in a block.

Step 7: After embedding process is complete the modified
block is obtained, [T'y.

Step 8: The resulting 8 x 8 blocks in step 7 replaces the
corresponding coefficients in the 8 x 8 block. This is followed
by joining 8x8 block to get final watermarked image.

3.2 Watermark Extraction

The watermark extraction process used in proposed fragile
watermarking scheme is inverse of corresponding embedding
process. Extraction of the fragile watermark logo is achieved
after performing some necessary pre-processing operations on
the watermarked image. After obtaining the 8 x 8 blocks as
per the steps shown in Figure 1, watermark bit is extracted
using the following equations:

o =mean ([['y) 2
We(a) = mod (o/6, 2) 3)

4. RESULTS AND DISCUSSION

In this section, results of the proposed watermarking scheme
are presented by performing subjective and objective analysis.
Several standard gray scale cover images of size N x N like
plane, boat etc. are used for the analysis of the proposed
scheme. Various test images of size 512 x 512 and watermark
of size 64 x 64 chosen are shown in Fig. 3. To evaluate the
perceptual quality of the watermarked image, the parameter
like peak signal to noise ratio (PSNR) and similarity index
(SSIM) are used [30]. Similarly, parameters like Bit error rate
(BER) and Normalized Cross correlation (NCC) are used for
analysing the fragility.

Boat Watermark

Age 30
Sex Male
Blood B+

Figure 3. Medical images used in proposed scheme.

Fragility describes the resistance of the watermarking scheme
against image manipulations due to attacks such as filtering,
cropping, scaling, adding noise, and so on. The fragility is
usually measured in terms of NCC and BER with respect to
the original watermark and the extracted watermark in the
presence of signal processing attacks. The value of BER
should be as low as possible for a better watermarking scheme
and if BER converges to zero then the original watermark is
said to be completely recovered.

In this section the perceptual quality of the watermarked
images has been analyzed and presented. The proposed
scheme is analyzed for its performance using the medical
general images as shown in Figure 4. The proposed
watermarking scheme attains an average PSNR value around
>50dB when a 64 x 64 watermark logo is embedded in an
image.

Watermarked

Image

PSNR (dB) 40.12

SSIM 0.99 0.99

Extracted Age 30 Age 30

Watermark Sex Male Sex Male
Blood B+ Blood B+

BER (%) 0 0

NCC 1 1

Figure 4. Watermarked images and extracted logos under no
attack
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For the cases like privacy and authentication the fragility of a
watermarking scheme is the most important factor. The
watermarked image is exposed to several attacks and the
results hence recorded are analysed for fragility. Table 1,
shows the objective results obtained after different attacks on
the watermarked image.

Table 1. Results of extracted watermarks in terms of NCC and

BER values

Attack Type NCC BER (%)
No Attack 1 0
Histogram Equalization 0.6955 52.667
JPEG (QF=70) 0.6574 56.778
Rotation (450) 0.5947 60.071
Scaling down by 25% 0.6087 61.792
Smoothing Filter 0.7011 51.231
JPEG 2000 (CR=8) 0.7162 50.891
Low Pass Filtering 0.6315 54.223
S & P Noise (v = 0.01) 0.6123 59.234
Gaussian Noise (v =0.01) 0.5913 59.998
Sharpening 0.6671 54.483
Cropping (25%) 0.6022 59.843
Poisson Noise 0.5862 60.556
Gamma Correction 0.6722 54.332

From the results it is clear that the proposed algorithm offers
high visual quality and fragility and thus can be used for
authentication applications.

5. CONCLUSION

In this paper a fragile watermarking scheme has been
proposed for securing digital information. In order to achieve
the said goal a fragile watermark was embedded in the host
image. The experimental results proved that that the proposed
shows high fragility against different attacks like resizing,
cropping, scaling, filtering and other noise and compression
attacks. The use of encryption ensures high level security of
the private information and can hence be used for security
purposes. The use of the proposed technique in authentication
applications will ensure the privacy and integrity of the data.
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